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SPECIFICATION FOR PROVISION OF VULNERABILITY ASSESSMENTS AND
PENETRATION TESTING

1.

INTRODUCTION AND BACKGROUND

1.1. The Information Regulator (Regulator) is established as a statutory institution in terms
of section 39 of the Protection of Personal Information Act 4 of 2013 (POPIA) and is
responsible for the promotion and protection of the right to privacy as it relates to the

protection of personal information and right of access to information.

1.2. The Regulator is in the process of establishing itself and is in a process of

implementing systems that will assist in achieving its mandate.

1.3. The Regulator seeks to appoint a suitably qualified and experienced service provider
to conduct comprehensive vulnerability assessments and penetration testing. The
objective is to proactively identify, evaluate, and remediate security weaknesses,
thereby strengthening the Regulator's defenses and ensuring its continued

compliance with the very laws it is mandated to uphold.

2. Project Purpose and Objectives

The purpose of this project is to:

2.1 ldentify and assess known and unknown vulnerabilities within the Information

Regulator's ICT environment.

2.2 Simulate real-world cyber-attacks through penetration testing to evaluate the

effectiveness of existing security controls.
2.3 Provide actionable, prioritised recommendations to mitigate identified risks.

2.4 Provide assurance to the Regulator's leadership regarding the security of its

information assets.

3. Scope of Work

The service provider will be required to deliver the following services:
3.1. Vulnerability Assessment

3.1.1 Conduct automated and manual scans to discover all network devices,

servers, and workstations.

3.1.2 Perform credentialed and non-credentialed vulnerability scans on all identified

assets.

3.1.3 Conduct application-level vulnerability assessments on all web applications.

Adv. FDP Tlakula (Chairperson), Adv. LC Stroom (Full-time Member),
Ms. AR Tilley (Part-time Member), Mr. MV Gwala (Part-time Member).
Mr. M Mosala (Chief Executive Officer)



3.14

Identify and classify vulnerabilities based on severity, exploitability, and

potential impact.

3.2. Penetration-Testing

The testing must be non-intrusive and conducted under a strict "do no harm" principle,

with clear rules of engagement defined prior to commencement.

3.21

3.2.2

3.23

3.24

3.25

3.26

3.2.7

External Network Penetration Test: Assess the perimeter defenses from an

external attacker's perspective.

Internal Network Penetration Test: Evaluate the security of the internal
network, identifying vulnerabilities and weaknesses that could be exploited by

insiders or attackers who have breached your perimeter defenses.

VPN Access and Exploitation Assessment: Evaluate the security of the
Virtual Private Network (VPN) from an external perspective to ensure secure
remote access, identifying any vulnerabilities that could be leveraged to

provide a threat actor with access to the internal network.

Network Access Penetration Test (Wireless & Wired Network): Scrutinize
the network's physical (ethernet) and wireless (WiFi) components, identifying

weaknesses in the network architecture that could be exploited.

Web Application Penetration Test: Target the OWASP Top 10

vulnerabilities, focusing on the Regulator's Web application Portals.

Tests must include and not limited to:

a Injection flaws (SQLi, Command Injection)

b Broken Authentication and Session Management

c Cross-Site Scripting (XSS) and Cross-Site Request Forgery (CSRF)
d Insecure Direct Object References

e Security Misconfigurations

f Sensitive Data Exposure

Phishing and Social Engineering Assessment: Assess the employees'
susceptibility to social engineering attacks, as well as the mail protection tools

in place.

Microsoft Entra ID Penetration Test: Evaluate the security of the Microsoft
Entra ID infrastructure to verify the correct configuration of user accounts,

permissions, and settings. This assessment should be performed from the
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standpoint of a typical employee, to identify any potential avenues for regular

employees to elevate their domain privileges to an administrative level.
3.3. Inclusions and Exclusions
3.3.1 Inclusions: The project scope covers an estimated:
a User Devices: ~130
b Network Devices: ~7
c Web Applications: ~2
d Servers: ~1 (Physical)

3.3.2 Exclusions: There are no exclusions to the scope. The bidder is assumed to
possess all necessary skills to deliver the full scope as defined. Any proposed

exclusions may result in disqualification.
4. Deliverables
4.1. A comprehensive Vulnerability Assessment Report.

4.2. A detailed Penetration Testing Report, including raw data and proof-of-concept

evidence.
4.3. Immediate notification of any critical-risk vulnerabilities discovered.
4 4. Executive Summary presentation.
4.5. Afinal report with a consolidated view of security posture improvements.
5. Others - Important

5.1. The service provider to provide at least 2 references where they have performed

similar projects.

5.2. The service provider must provide the cv of the lead Ethical Hacker with minimum

of 5 years working experience as an Ethical Hacker.

5.3. The cv should be accompanied by valid and certified ethical hacking certificate
(e,g OSCP, CEH, CPTP, eCPPT, etc).

5.4 The service provider is required to register their Information Officer (I0) on the
Information Regulator’s eServices portal

Link: https://eservices.inforequlator.org.za

5.5 The service provider will be required to deliver the software within one (1) week of an

award letter or official purchase order.
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6. Quotation(s) must be accompanied by the following documents:

6.1. Valid copy of Tax Compliance Status Pin.

6.2. Original certified B-BBEE Certificate/ Sworn Affidavit.
6.3. Most Recent CSD full Registration Report.

6.4. Quotations must be valid for two (2) months.

6.5. Information Officer Registration Report

6.6. Bids not in compliance with the above-mentioned and received after the closing

date of the request for quotation will NOT be considered.
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