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REQUEST TO APPOINT A SERVICE PROVIDER FOR THE PROVISION OF MULTI-
FACTOR AUTHENTICATION (MFA) SOLUTION.
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SPECIFICATION FOR THE SUPPLY OF MULTI-FACTOR AUTHENTICATION (MFA)
SOLUTION.

1.

PURPOSE

1.1 The Regulator is soliciting quotations from qualified and experienced service
providers for the supply of a Multi-Factor Authentication (MFA) solution. The
primary objective is to enhance the security of user identities and access to our
corporate resources, with a mandatory requirement for seamless integration with

Windows login and our existing Microsoft 365 environment.
THE KEY OBJECTIVES ARE TO:

2.1 Strengthen user authentication for access to corporate networks, applications, and

data, moving beyond password-only security.

2.2 Achieve unified visibility and control over user sign-ins and potential threats across

the organisation.

2.3 Implement a user-friendly yet secure MFA experience, specifically integrating with

Windows login.
MFA REQUIREMENTS.

3.1 Number of Licenses: 150 users.
3.2 Duration of the Licenses: 12 months subscription.
3.3 Core MFA Capabilities:

3.3.1  Support for multiple, user-friendly authentication methods (e.g., push
notifications via mobile app, Time-based One-Time Passwords (TOTP),
SMS/voice call fallback).

3.3.2 Ability to enforce conditional access policies based on user, device,
location, and application sensitivity.

3.3.3 Provide detailed reporting and alerts on authentication events, including
failed attempts and suspicious logins

3.4 Windows Login Integration (Mandatory):

3.4.1  The solution must provide robust MFA for Windows login (Windows 10/11).

3.4.2 Must allow for secure offline Windows login, enabling users to authenticate
without an active internet connection (e.g., via TOTP or a previously cached
MFA token).
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3.4.3 Must integrate with Microsoft Entra ID to enforce MFA at the operating
system level.

3.5 Email SCM for more information: SCM@inforequlator.org.za

4. OTHERS - IMPORTANT

4.1 The service provider to provide at least 2 reference letters where they have

performed similar projects.
4.2 The service provider to provide a partner certificate/reseller certificate.

4.3 The service provider will be required to deliver the software within one (1) week of

an award letter or official purchase order

4.4 The service provider is required to register their Information Officer (I0) on the

Information Regulator’s eServices portal.
5. QUOTATION(S) MUST BE ACCOMPANIED BY THE FOLLOWING
DOCUMENTS WHERE APPLICABLE:
5.1 Valid copy of Tax Compliance Status Pin.
5.2 Original certified B-BBEE Certificate/ Affidavit.
5.3 Most recent CSD registration report.
5.4 Information Officer registration certificate.
5.5 Quotations must be valid for two (2) months.

5.6 Bids not in compliance with the above-mentioned and received after the closing

date of the request for quotation will NOT be considered.

6. SIGNATURE
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